JlelicTByIOITAS PEAAKITHS

[Tucemo MunobpHayku Poccun ot 14.05.2018 N2 08-1184

O manpas/sieHuU UHPOpMAIIUU

JlemapTaMeHT TOCYJAapCTBEHHOU TOJHUTUKA B cdepe obmero obpa3oBaHUsA
MunobOpHayku Poccum HampapisieT AjA CBefleHUsl paspaboTaHHble BpemeHHON
komuccuei CoBera @eznepanuu 10 Ppa3BUTHIO HWHGOPMAIMOHHOTO OOIecTBa
METOAUYECKHEe DPEKOMEHJAIMK O pa3MelleHWHd Ha WHQOODPMAIMOHHBIX CTeH/IAX,
obUIIMANTBHBIX __ WHTEPHET-CAalTax | ruxX ___ MHGOPMAIIMOHHBIX ecypcax

00111e00pa30BaTENbHBIX OPraHU3AIIUN M OPraHOB, OCYIIECTBJIAIONINX VIIDaBJIEHHE B
cdhepe obpazoBanusa, nHdopMaly 0 0e300aCHOM HOBEACHUMN U MCIIOJL30BAHUU CETU

1

'MuTepHet".

Jupexrtop lenapramenTa
A.E.Iletpos
[Ipunoxenue

[Tpunoxkenue. MeToimyeckre peKOMeH/IAIUH O pa3MellleHUH Ha HHGOPMAIHOHHBIX
cTeH1aX, OQUINATLHBIX HHTEPHET-CANTaX U IPYTUX WH(POPMAIIMOHHBIX pecypcax
00111e00pa30BaTeIbHBIX OPTAaHU3AI[UI U OPTaHOB, OCYIIECTBJIAIONINX YIIPABJI€HUE B
cdhepe obpazoBaHusi, HHGOPMAITUH O 6€30IT1aCHOM MOBEJEHUHU U UCIIOJIb30BAaHUH CETH
"NuTepHeT"

dkcnepramu u wieHamMu Bpemennoil komuccuu CoBera Penepanuu Mo pas3BUTUIO
nH@OpMaIMOHHOTrO 00IIlecTBa B paMKaX BBITIOJTHEHUS PEKOMEHAlNi IMapiaMeHTCKUX
CyImIaHu# "AKTyasIbHBIE BOIIPOCHI obOecrieueHusi 0e30MMacHOCTU U Pa3BUTHS JIETEH B
“H@OPMaIMOHHOM IIpocTpaHcTBe'", KoTopble mpouutu B CoBete @enepanuu 17 anpesis
2017 r., ObUIM pa3paboOTaHbl METOAMYECKHE PEKOMEHJIAIUM O pa3MeleHuH Ha
nHGOPMANIMOHHBIX  CTEHZAX, OQUIIMAIbHBIX  HHTEPHET-CAaUTaX MW  JIPYTHX
MHQOPMAlIMOHHBIX pecypcax o0011eo0pa30BaTeIbHBIX OpraHu3aluii U  OPraHoB,
OCYIIIECTBJIAIONIUX yIpaBjeHue B cdepe obpaszoBaHusa, uHpopmanuu o 6e30macHOM
IOBEIEHNN ¥ HCIOJb30BaHUM ceTu 'VHTepHET  (masee - MeTOAWYECKHE
PEKOMEH/TAIINN).

MeTtoguyeckre peKOMEHAIlUN HaIlpaBJeHbl Ha KauyeCTBEHHOE IOBBINIEHHE YPOBHSA
WHOPMAIIMOHHOU JeATeTbHOCTH 00Ieo0pa3oBaTe/IbHbIX OPTaHU3aIUA W OPraHOB,
OCYIIECTBJIAIONINX yIpaBieHue B cdepe oOpa3oBaHUA, B YacTH HHGOPMHUPOBAHUS
yJaluxcsl, UX poauTesien (3aKOHHBIX IIPECTABUTENIEH) U TIe/IaTOTHUYECKUX PAOOTHUKOB
00 OCHOBHBIX acIieKTax UH(POPMaIOHHON 6€30I1aCHOCTH.

MeTonnmueckne peKOMEHJAlK IO3BOJIAT 00Ieo0pa30BaTeIbHBIM OPTaHU3AIUAM U
opraHaM, OCYIIeCTBJISAIOIINM yIpaBJjieHue B chepe 0Opa3oBaHus, aKTyaIU3UPOBATh yiKe
HCIIOJIb3yeMble U pa3MellleHHble HH(OpMalOHHbIe MaTepUabl, TAK U IMOJTOTOBUTD UX
B CJIy4yae UX OTCYTCTBUS C YUETOM JIYUIINX IPAKTUK U peKOMEeH A,

B pamkax MeTo/InyecKUX peKOMeHJallui pacCMaTPUBAIOTCA CIeAyIONNe HHCTPYMEHTHI:
1. u”H(GOpPMAIMOHHbIE CTEH/IbI;

2. opuIasbHble UHTEPHET-PECYPCHI;
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3. cpeacraa MacCOBOH nHopMau (ImKoOJIbHBIE Ta3€ThI, IIeJarOrHYecKre U3JaHusa U
Apyrue).

NHpopmaumoHHbIe CTerbl

Ha wuHbOpManMOHHBIX CTeHZax B  00meo0pa3oBaTeIbHBIX  OpraHU3AIUAX,
PaCIIOIOKEHHBIX B (oile yupekieHuil U B KaOMHeTaX, OCHAIlEHHBIX E€PCOHATIHHBIMHI
yCcTpolicTBaMU I BBIXOJIa B ceTh 'IHTepHeT', peKOMeHJyeTcs pa3MeCTUTh
MHOOPMAIIMOHHBIE MAMATKU, COJIEPKAIINE OCHOBHBIE COBETHI I10 00OECIEeYEeHUIO
MHGOPMAIIOHHON 6€30I1aCHOCTH YIAII[UXCS.

B mpuioxkennu NO 1 K METOIMYECKUM DEKOMEHIAIIUAM IIPEJICTABIIEH 00pas3er] MaMATKH
JUIA pa3MelleHus Ha MH(QOPMAallMOHHBIX CTEH/1aX.

CpeacTtBa maccoBom MHdopMaumnm

B cpeacrBax wMaccoBod uWHMOpMAIUK, OPUEHTHPOBAHHBIX HaA O00ydaromuxcs,
PEKOMEH/IyeTCsI B TeUeHUe YUueOHOT0 Tofla PeTyJIAPHO ITybInKoBaTh HHGOPMAIOHHbBIE
MaTepUaJIbl, TIOCBAIIEHHBIE OTAEIHbHBIM aclieKTaM MHQOPMaINOHHONU 0e30macHOCTH, a
TaK)Ke Pa3JINYHbIE TaMATKU ODIIIETO XapaKTepa.

B cpencrBax wMaccoBodi uH(OpMAaIMM, OPUEHTUPOBAHHBIX HA IEIAaTOTHYECKYIO
OOIIIECTBEHHOCTh, PEKOMEH/YETCSl B TeYeHHE KaJEHJAPHOTO ToJla PETYJISIPHO
myOJIUKOBaTh WH(OPMAIMOHHBIE MAaTepUAaJIbl, MOCBSIIEHHbIE OT/IEJIBHBIM AacCIeKTaM
MHPOPMAIIMIOHHOU 6e30macHOCTU KakK HECOBEPIIIEHHOJIETHUX, TaK 151
o01ieo0pa3oBaTeIbHBIX OpPraHU3AIUil, a TakKXKe pa3JIMYHble MaMATKH, O0030DbI
HOPMATUBHO-TIPABOBOTO  PETryJIMPOBaHUsA JaHHOW cdepbl U HHPOPMANHIO O
aKTyaJIbHBIX MEPOIIPUATHUAX U COOBITUAX B JAaHHOU cdepe.

B xozme mnpoBeneHuss EauHOro ypoka mo 0Oe3omacHOCTH B ceTd ' IHTEpHeET'
PEKOMEH/IyeTCs OO0ECIeYnTh BBIITYCK TEMAaTHUYECKOTO BBIITyCKA CPEICTBA MacCOBOU
nHGOpPMAaIMU JIN00 cepHH IMyOJIUKAIIUI, CPEAU KOTOPBIX PACCMOTPETh OPraH M30BaHHbIE
MEPONPUATHUS JJIsI O0ydJaroImuxcsl, WX PpOAUTeNed (3aKOHHBIX IIpE/ICTaBUTENIEN) U
e aroruuyeckou OOIIeCTBEHHOCTH.

OdvumanbHble IHTepHeT-pecypcesbl

OO611e06pa3oBaTeIbHBIM OPTaHU3AMMUAM PEKOMEHYeTC Ha CBOUX OQUITUATHHBIX
HHTepHeT-pecypcax  obecneuuTh  (YHKIIMOHUPOBAHHE  CAMOCTOSITEJIBHOTO U
CHennaJu3upoOBaHHOTO pasznena "HMHbopmanuoHHass 06e30mMacHOCTh', B paMKax
KOTOPOTO IIPElyCMOTPETh pa3MellleHHe CIIeAYIoel nHDOpMaIuH:

®dopmar
N Paznen/monpaznen MpEeACTaBICHUS ConeprkaHue MaTepuagoB
MaTepUajoB

JlokanbHbIE Pa3zmemarorcst konmu TOKYMEHTOB, T.€.
1 HOPMAaTUBHbIE aKThl B | Komum J0KyMEHTOB B | CKAHMPOBAHHBIA BapUaHT JIOKYMEHTa,
" | chepe  obecneuenus | popmate *PDF COOTBETCTBYIOIIMA  TPEOOBaHUAM K

nH(GOPMaIMOHHON napamerpam CKaHHUPOBAHUSI.

0€30MacHOCTH Pa3mematorcs JIOKYMEHTBHI,
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o0yJaromuxcs perJaMeHTHPYIOIINEe OPTraHU3aluio |
paboTy ¢ TepCOHAIBHBIMU JTaHHBIMH,
TUTaHBI MEPOTIPUATHIA TIO 00ECTIEYCHHIO
nH()OpMAITMOHHOM 0€301acHOCTH
o0yJarommxcs u Apyrue.

[TyGauKyroTCsl akTyallbHbIE CBEJIEHUS O

benepanbHbIX u pernoHaIbHbIX
3aKOHaxX, MHCbMAaX OPraHOB BIACTH H
Ipyrue HOPMAaTHUBHO-TIPAaBOBBIE
JIOKYMEHTHI, periaMeHTHpYIoIIne
2 HopmaTtuBHoe Konuu moxymeHTOB B | obecrieueHue MH(POPMAIIMOHHOM
" | perynmupoBaHue dbopmate *PDF 0€30MacHOCTH HECOBEPIICHHOJICTHHX.
Honyckaercs BMECTO KOIUI
pa3MeniaThb TUIEPCCHUIKU Ha
COOTBETCTBYIOIIME  JOKYMEHTHI  Ha
caiilTax OpraHoB TOCyIapCTBEHHOU
BJIACTH.
Pa3smemarorcs METOIUYECKHE
TexcTt Ha CTpaHuLe PEKOMCHAANN )41 YKa3bIBaCTCA
e rarorseckim caiita uHbopManus 0 MEPOIPHUATHSIX,
3. MPOEKTax u porpammax,
paloTHIKAM Komuu noxymMeHTOB B | mam
PaBJICHHBIX Ha MOBBIIICHHE
¢dopmare *PDF MH(POPMALIMOHHOM IrPaMOTHOCTHU

neaarortdyeCKux pa6OTHI/IKOB.

Pasmemaercs nH(pOpMaIMOHHAS
mamaTka (ompuwiaoxkenume Ne 2) wu
Ka3bIBae€TCS nHopMaIus o
Tekct Ha cTpaHuIEe Y (bopwmar
4. | O6yyaromumcst caiita MEpONPHUITHSIX, ITPOEKTax "
porpaMMasx, HaTPaBIEHHBIX Ha
MMOBEIIIIEHHE nH(OpPMAITMOHHON
IPaMOTHOCTH O0yYarOIINXCS.
Pomutensim (3aKkoHHBIM
Tekcr ©Ha crTpanune | Pazmemaercs nHpopManoHHas
5. | mpencTaBUTENSIM) .
caiita namsiTka (npuioxenue Ne 3).

00ydJaronmxcs

Pasmemaercs uHpOpMaIHs 0
PEKOMEH/IYEeMBIX K HCITOJIb30BAHHUIO B
yueOHOM  mporecce  0Oe30macHBIX
caiitax, OaHHEpHI OE30MACHBIX JIETCKUX
CalTOB.

Herckue Oe3omacHble | TekcT Ha  cTpaHUIE
CalThl caiita

OpraHam, OCYIIECTBJ/ISIONINM YIIpaBjieHHe B cepe oOpa3oBaHUs, PEKOMEHIyeTcs Ha
cBoux odunmanbHblx  VHTepHeT-pecypcax  obecneduTh  (GYHKIIMOHUPOBAHUE
CaMOCTOSITEJIPHOTO W  CHENUAJN3UpPOBAaHHOro  paszaena "HMHdopmaruoHHas
0e30macHOCTh', B paMKaX KOTOPOTO TPEAyCMOTPETh pa3MeIeHre CIIeAyIoen
nHpOpMaLHU:
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[Ipunoxenune N° 1

[Tpunoxkenue 1. [TamsaTka g obydaromuxcs 00 nHGOPMAIIMOHHOM 6€30I1aCHOCTH
aeren
HEJIb34d

1. Becem mozapsz coobmath ¢BOIO YacTHYIO nHGpopManuio (HacroAmue uMs, GaMuinio,
TesieOH, apec, HOMEP IIKOJIbI, a TakkKe (poTorpaduu CBOH, CBOEH CEMbH U IPy3ei);

2. OTKpBIBaTh BJIOKEHHBIEe (albl 3JEKTPOHHOM IIOYTHI, KOIJla He 3Haellb
OTIIPABUTEJIH;

3. 'pyOuts, mpuauparhes, OKa3bIBaTh JaBjeHUe - BeCTU ce0s1 HEBEXKJIMBO U aTPECCUBHO;

4. He pacmopszkaiicss JeHbraMH TBOeU ceMbUu 0e3 paspelleHHs CTapIIuX - Bcerga
CIpalliuBail poguTesen;

5. He Bcrpeuaiicsa ¢ VHTepHET-3HAKOMBIMU B pPEIbHOU JKU3HU - IIOCOBETYHCSA CO
B3POCJIBIM, KOTOPOMY /IOBEPSIEIIb.

OCTOPOXKHO

1. He Bce numyT npapay. Uuraemsb o cebe HelpaBay B MIHTepHETEe - coo0IH 06 3TOM
CBOUM POJIUTEJISIM WJIN OTIEKYHaM;

2. [TpuriamnmaioT nNepenruchbiBaThCs, UTPATh, 0OMEHUBATHCS - IPOBEPD, HET JIN IIO/[BOXA;
3. HezakonHoe konupoBanue ¢aiiyiios B IHTepHETE - BOPOBCTBO;
4. Becerma pacckasbiBaiil B3pOCyIbIM O IIpobJieMax B CETU - OHH BCeT/ia IIOMOTYT;

5. I/ICI'IO.TIBS}’ﬁ HaCTpOﬁKH 0e30I1aCHOCTH U IIPUBATHOCTU, 4TOOBI HE IIOTEPATH CBOU
AKKAYHTBI B COLCETAX U JPYTUX ITOPTaJIaX.

MOYKHO

1. YBakaul Ipyrux moJib30BaTese;

2. [Tonp3yenibess THTEPHET-UCTOYHUKOM - JIeJIalfl CChIJIKY Ha HETO;
3. OTKpbIBal TOJIBKO T€ CCHIIKHU, B KOTOPBIX YBEPEH;

4. Ob1maThes 3a MOMOIBIO B3POC/IBIM - POIUTEIH, ONIEKYHBI U aJIMUHUCTPAIIUS CAaUTOB
BCer/ia IOMOTYT;

5. Ilpoiimu obOydyenme Ha caiite "CeTeBUYOK' W TIOJyYHd IMACHOPT HHUGPOBOTO
rpakiaHuHa!

IIpunoxxenune NQ 2

[Tpunoxenue 2. MubopMaloHHAs IaMATKA JJIsl 00yJaOIIUXCs /IS pa3MeIleHus Ha
odUIHaTbHBIX HHTEPHET-PECypcax

C KaKZbIM TOZIOM MOJIOZIE’KH B MHTEPHETE CTAHOBUTCS OOJIbIIE, a IIIKOJIbHUKH OJHU U3
caMbIX aKTHMBHBIX II0JIb30BaTesiell PyHera. Mexxay TeM, IOMHMO OTPOMHOIO KOJTUYECTBA
BO3MO’KHOCTEH, MHTEPDHET HeceT W Ipo0JieMbl. DTa MaMATKA JOJKHA IIOMOYbL Tebe
0e30I1aCHO HaXOAUThCS B CETH.



KoMmnbrorepHbie BUPYCBI

KommbpioTepHBII BHUPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOrpPaMM,
OTJINYUTETHLHON OCOOEHHOCTBHIO KOTOPOH SABJISETCS CIHOCOOHOCTh K Pa3MHOXKEHHIO. B
JIOTIOJTHEHWE K 3TOMY, BUPYChl MOTYT IOBPEIUTH WJIM IOJHOCTHIO YHHUYTOXKHUTH BCe
(aiiiel ¥ AaHHBIE, TOAKOHTPOJIbHBIE IIOJIB30BATEN0, OT HMEHH KOTOpOro ObLia
3alylleHa 3apa)keHHas IpOrpaMMa, a TakKe IOBPeIUTh WIH Ja)ke YHUUTOXXUTh
OTIEPallMOHHYIO CHCTEMY cO BceMH aislaMu B I11eJIoM. B OOJBIIMHCTBE CJIy4aeB
PacCIpOCTPAHAIOTCS BUPYCHI Yepe3 MHTEPHET.

MeTozbl 3a1IUTHI OT BPEAOHOCHBIX ITPOTPAMM:

1. Mcnosb3yii coBpeMeHHbIE ONepallMOHHbIE CUCTEMbI, UMEIOIUe CePhe3HbIN YPOBEHD
3alUTHI OT BPEJJOHOCHBIX IIPOIPaMM;

2. [TocrossHHO ycraHaBiuBau mautu (mu@pPOBHIE 3aIJIATKH, KOTOPbIE aBTOMATHYECKU
YCTAaHABJIUBAIOTCA C IEeJIbI0 JAOpabOTKHA IPOTpPaMMbI) U APYyryue OOHOBJIEHUS CBOEU
omnepanuoHHOU cucteMbl. CKaunBall UX TOJIBKO ¢ OPUINAIBHOTO caliTa pa3zpaboTumka
OC. Eciu cymiecTByeT pe:KUM aBTOMaTHYeCcKOro 0OHOBJIEHN S, BKJIIOUH €T0;

3. PaGoTaii Ha cBoeM KOMIBIOTEpE 107 IIPaBaMU 0JIb30BATEJS, 4 HE a/IMHHUCTPATOPA.
OTO He MO3BOJIUT GOJIBIIMHCTBY BPEIOHOCHBIX IIPOTPAMM HHCTAJUTUPOBATHCS HA TBOEM
IIEPCOHATIBHOM KOMIIBIOTEDE;

4. Vlcionib3yii aHTUBUPYCHBIE IPOrPaMMHBbIe IPOJIyKThl U3BECTHBIX IPOM3BOJUTENEN, C
aBTOMaTUYeCKUM OOHOBJIEHUEM 0a3;

5. Orpannup pusnyeckuil JOCTyI K KOMIBIOTEPY JJIs1 HOCTOPOHHUX JIUII;

6. Vcnosp3yll BHeIIHIE HOCUTEIN UH(pOpMaNy, Takue Kak uenka, IUCK Win (amt
13 UHTEPHETA, TOJIbKO U3 IIPOBEPEHHBIX UCTOUHUKOB;

7. He oTkpbIBail KoMHbloTepHBIE (hAMIbI, MOJyIeHHbIE U3 HEHAJeKHbIX UCTOUHUKOB.
Jaxe Te daiiyiibl, KOTOpbIe IIPUCIA TBOU 3HAKOMBIN. JIydllle yTOUHU y HETro, OTIPABJIA
Ji1 OH Tebe Ux.

Ceru WI-FI

Wi-Fi - 3To He BUJI mepe/iauvl JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OpEH/I, MapKa.
Eme B 1991 roxy HujaepsaHAcKas KoMIaHus 3aperucrpupoBaia 6peny "WECA", uro
oboszHauaso cioBocouertanue Wireless Fidelity", koTopelii TiepeBOAMTCA Kak
"6GecIIpoBOTHAS TOYHOCTD" .

Jlo Haimlero BpeMeHH /olLIa JApyras ab0peBuaTypa, KoTopas sBJISeTCA TaKOU Ke

TexHosiorue. 9To abbpeBuarypa "Wi-Fi". Takoe Ha3BaHme OBUIO JaHO ¢ HAMEKOM Ha

CTaHAAPT BbICIIEN 3BykoBoM TexHuku Hi-Fi, uro B mepeBoze o3Hauaer "BhICOKas
n

TOYHOCTB .

Jla, GecrutaTHBIM UHTEPHET-OCTYI B Kade, OTeJISIX U a3pOIopTax SIBJISETCS OTIMYHOU
BO3MO’KHOCTBIO BBIXOJIa B UHTEpHET. HO MHOrHe 5KCIEepPThl CUYUTAIOT, YTO
obmenoctynabie Wi-Fi cetn He ABJIAIOTCA O€30ITaCHBIMU.

CoseTbl 110 6€30IaCHOCTH PabOTHI B 00IIEAOCTYyIHBIX ceTsax Wi-fi:

1. He mepenaBaii cBorwo smyHyoo uHbopMmamuioo yepe3 obmiemoctynusle Wi-Fi ceru.
Paboras B HUX, JKeJIaTeIbHO HE BBOJIUTH ITAPOJIU JOCTYIIA, JIOTUHBI U KaKUe-TO HOMEPA;



2. Mcnosb3yit 1 0OHOBJISI aHTUBUPYCHBIE IPOTPAMMBI B OpaHaMayep. TeM caMbIM ThI
obe3ormacuIllb cebs OT 3aKaYKU BUPyca Ha TBOE YCTPOUCTBO;

3. IIpu wmcnonp3zoBanum Wi-Fi ortkmoun ¢ysknuo "OOmui moctyn k daiiaMm u
npuHTepam'. JlanHasg GYHKIUA 3aKphiTa [0 YMOJTYaHUIO, OJHAKO HEKOTOPBIE
II0JIb30BATEIN aKTUBUPYIOT ee /11 yZI00CTBa UCII0Ib30BaHU B paboTe miu yuebe;

4. He ucnosnp3yit myosmunsiii WI-FI 1 nmepemgauyu JIMYHBIX JAHHBIX, HAIIPUMED IS
BBIX0/Ia B COIlMAJIbHBIE CETU WJIU B 3JIEKTPOHHYIO IIOUTY;

5. Ucnonp3yl Tosipbko 3amuineHHoe coequHeHue yepe3 HTTPS, a ue HTTP, T.e. npu
Habope BeO-aapeca BBoau numeHHo "https://";

6. B w™oOwibHOM Tesnedone orkimoun QyHknuoo 'Tloaxmogenne k  Wi-Fi
aBromaTtuuecku'. He fiommyckail aBTOMaTHYeCKOTO MOAKIIOUEHHs yCTPONCTBA K CETAM
Wi-Fi 6e3 TBoero coriacusi.

ConmunajibHbIE CeTH

ComuasibHbIE CeTH aKTUBHO BXOJST B HAIIly >KH3Hb, MHOTHE JIIOAU Pa0dO0TAIOT U KUBYT
TaM IOCTOSTHHO, a B Facebook y»ke 3apeructpupoBaH MUJLTAAP]] YETIOBEK, UTO SBJISIETCS
OZIHOH ceIbMOU BCEX >KHUTeJieH IIaHeThbl. MHOTHe II0JIb30BaTeJ i He IIOHMMAIOT, YTO
nHopManus, pasMellleHHas UMH B COIIHAJIbHBIX CETAX, MOKET OBbITh HalJleHa Hu
HCIIOJIb30BaHa KEM YTOJIHO, B TOM UHCJIE He 00A3aTeIbHO ¢ OJ1ariMy HaMepPEeHUSIMH.

OCHOBHBIE COBETHI 110 OE30ITaCHOCTH B CONHAJIbHBIX CETAX:

1. OrpaHuuYb CHOUCOK Jpy3ed. Y Tebss B JApPYy3bsX HE JIOJDKHO OBITh CIyYaWHBIX H
HE3HAKOMBIX JIIO/IEN;

2. 3amuian CBOI YacTHYIO KU3Hb. He ykaswpiBail maposu, TesedOHBI, ajipeca, J1aTy
TBOETO0 POXKAEHUs U APYyIryI0 JIUYHYI0 HWHQOOpPMANUIO. 3JIOYMBINUIEHHUKA MOTYT
HCIIOJIb30BaTh Jlake WHQOPMAIIUI0 O TOM, KaK Thl U TBOHU POJUTENU IUIAHUPYETE
IIPOBECTU KAaHUKYJIbI;

3. 3amumiai CBOI0 pPemyTaIyio - IEPKU ee B UUCTOTEe U 33/1aBall cebe BOIIPOC: XOTeJl ObI
ThI, YTOOBI IPYTHE II0JIB30BATEIN BUEU, UYTO ThI 3aTpy»Kaemb? [logymai, mpexziae yem
YTO-TO OIyOJIMKOBATh, HAIIMCATD U 3arPy3UTh;

4. Ecoiu ThI TOBOPHUIIIB C JIOABMU, KOTOPHIX HE 3HAEIb, HE UCIOJb3YH CBOE pPeayibHOE
UMs U JPYTYIO TUUYHYI0 HHQOPMAaIMU: UM, MECTO KUTEJIHCTBA, MECTO yUeObl U IIpOYee;

5. M3beraii pazmenienus pororpaduii B IHTepHETE, I7ie Th N300pakeH Ha MECTHOCTH,
10 KOTOPOU MOXKHO OIPEZIETUTh TBOE MECTOIIOJIOKEHHE;

6. [Ipu perucrpamnuu B COIUAIbHON CETU HEOOXOAUMO UCII0IH30BATh CJIOKHBIE TTAPOJIH,
cocrosiue u3 OyKB 1 UMD U ¢ KOJIMIECTBOM 3HAKOB He MeHee 8;

7. 714 conuasbHOU ceTu, MOYTHI U JIPYTUX CAUTOB HEOOXOUMO UCIOJIH30BaTh Pa3HbIE
napostu. Torga ecyu TeOs B3JIOMAIOT, TO 3JI0yMBIIIUIEHHUKH IIOJIy4YaT JOCTYI TOJIBKO K
OJTHOMY MecCTy, a He BO Bce cpaay.

DJIEeKTPOHHBIE J€HbI'U

OJIeKTPOHHBIE JIEHBI'H - 3TO OUYeHb Y/IOOHBIN CIIOCO0 IjIaTekeil, OJHAKO CyIIECTBYIOT
MOIIIEHHUKH, KOTOPbIe XOTAT IOJIYUYUTD 3TH JIeHbI'U.



DJIEKTPOHHBIE JIEHBIW MOSIBIJIMCH COBCEM HEJABHO M MMEHHO M3-3a 5TOTO BO MHOTHUX
rocy/1apcTBax JI0 CHUX IIOP He MIPOMMCAHO PO HUX B 3aKOHAX.

B Poccuu ke OHM (PYHKIMOHHMPYIOT M O HUX YK€ IPOIHCAHO B 3aKOHE, Ihe HX
pas/iesII0T Ha HECKOJIBKO BH/IOB - aHOHUMHBIE M HE aHOHUMHBIE. Pa3zHUIa B TOM, UTO
AaHOHUMHBIE - 3TO Te, B KOTOPBIX paspeliaercs IMPOBOAUTH omepanuu 0Oe3
uaeHTUUKAIMN II0JI30BaTe/IsI, a B HEAHOHHUMHBIX HAEHTU(GUKAIIUA I10JIhb30BaTeIs
ABJIIETCA 0013aTeIbHOM.

Takske ciezyer pa3jauyarh 3JIEKTPOHHBbIE HUATHBIE JeHbrU (PaBHBI TOCY/IApCTBEHHBIM
BJIIOTaM) U BJIEKTPOHHBIE HedUATHBIE JIeHbIU (He PaBHBI TOCY/IaPCTBEHHBIM BAJIIOTAM).

OcHOBHBIE COBETHI 110 6e301acHO paboTe C 3JIEKTPOHHBIMU JIEHbraMu:

1. [IpuBs:ku K cueTy MOOWIBHBIN TesieOH. ITO caMbIil yAOOHBIM U OBICTPHIA CHOCOO
BOCCTAHOBUTH JIOCTYI K cueTy. [IpuBs3aHHbBIN TesieOH MOMOXKET, ecu 3a0y/Ielb CBON
IIaTEXXHBIN apoJIb WU 3al/Ielllb HA CAUT ¢ HE3HAKOMOTO YCTPOMCTBA;

2. HMcnonp3yih ogHOpasoBble maposu. [locsie mepexosia Ha YCHJIEHHYIO aBTOPU3AIUIO
Tebe y»ke He OyZleT yrpoKaTh ONACHOCTh KPaXKU WJIU IlepexBaTa IUIATEXKHOTO 1apoJis;

3. Beibepu citokHBIN maposib. IIpecTymHUKaM OyZeT He IPOCTO yrajiaTh CJIOKHBIN
naposib. HajiesxHbple aposiu - 9TO MapoJjy, KOTOPbIE coJiepKaT He MeHee 8 3HAKOB U
BKJIIOUAIOT B ce0sl CTPOYHBbIE U INPONUCHBIE OYKBBI, NU(PPHI U HECKOJIBKO CHUMBOJIOB,
TaKue Kak 3HaK Jiojiapa, GyHTa, BOCKJIMIATEIbHBIN 3HaK U T.11. Hanpumep, $tRong!;;

4. He BBOAM cBOU JIMUHBIE JAHHBIE HA CaﬁTaX, KOTOPBIM HE IOBEPAECHIb.
QJIeKTpOHHa}I mourTa

DJIEKTPOHHASA TI0YTA - 3TO TEXHOJIOTU U IIPEJIOCTaBJIsIEMbIE €10 YCIYTH 10 IIEPEChUIKE U
MIOJIyYEHUIO 3JIEKTPOHHBIX COOOIIEHUH, KOTOPhIE PaCIPEAEsSIOTCS B KOMIIBIOTEPHOM
cetd. OOBIYHO HJIEKTPOHHBIA ITOYTOBBIN SIMHK BBITJISIUT CAEAYIONAM 00pa3oM:
UMs_TI0JIb30BATENA@UMs_oMeHa. Takke KpoMme Iepelayy IPOCTOr0 TEKCTA, UMEETCS
BO3MOKHOCTD IIepeiaBaTh (haiIbl.

OcHOBHBIE COBETHI 110 Oe301acHOl paboTe ¢ 3JIEKTPOHHOMN MOUTOMU:

1. Hazto BeIOpaTh IMpaBUJIBHBIN ITIOYTOBBIN cepBHC. B mHTepHETE €CTh OTPOMHBIN BHIOOD
OecIIaTHBIX IOYTOBBIX CEPBUCOB, OJJHAKO JIy4llle JIOBEPATHh Te€M, KOI'O 3HAellb U KTO
MePBBIN B PEUTHHTE;

2. He yka3pIBail B JINYHOU IOUTE JIMUHYIO nHopMaluo. Hampumep, jiydiiie BIOPaTh
"My3bIKaJIbHBIN_(paHaT@" mu "pok2013" BMecTo "Tema13";

3. Mcnosib3y# ABYX3TAITHYI0 aBTOPHU3AIUAI0. DTO KOT/[a IOMUMO ITapoJis HY?KHO BBOJIUTD
KO/I, IpuChLIaeMbIl 1o SMS;

4. Bpibepu cJI0KHBIH maposib. JIJiA KakJIOro IHOYTOBOTO SIIIUKA JIOJI?KEH OBITH CBOU
Ha/Ie’KHBIU, yCTOUYMBBIN K B3JIOMY I1apOJib;

5. Eciti ecTh BO3MOXKHOCTh HamucaTh caMOMY CBOM JIMYHBIA BOIIPOC, UCIOJIB3YH 3TY
BO3MOXKHOCTb;



6. Vcronb3yil HECKOJIBKO IOUYTOBBIX ANIUKOB. [lepBBIM /i YaCTHOM HEPEeNuCKU C
azpecaTaMu, KOTOPHIM ThI IOBEPSEIIh. DTO JIEKTPOHHBIN aJipec He HaJI0 UCIIOIb30BaTh
IIpU perucTpanuu Ha GopyMax U calTax;

7. He oTkpbiBail aiyibl U JIpyTHe BJIOKEHUs B MHCHhMAX, Jla’Ke €CJIM OHU IPUIILIA OT
TBOMX Apy3€eil. JIydllle yTOUHY Y HUX, OTIPABJISIIN JIU OHU Tebe 3Th hatiIb;

8. Ilocse oxoH4yaHWs pabOTHI Ha IMOYTOBOM CEPBUCE Iepes 3aKPBHITHEM BKJIAJKHU C
caiiToM He 3a0yZb HaXKaTh HA "BeriAT".

Ku6epOy/L/ITMHT MJIN BUPTYyaJbHOE U3/1€BAaTEJIbCTBO

KubepOy/UITHHT - TIpecjieiIoBaHHE COOOIEHUSMH, COAEPIKAIINMH OCKOpPOJIEHHUs,
arpeccuio, 3allyTUBaHWe; XyJUTaHCTBO; COIMIbHOE OOWKOTHPOBAaHHUE C IOMOIIBIO
Pa3JIMYHBIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 OOPBOE ¢ KUOEPOYIITUHTOM

1. He 6pocaiica B 60#. Jlyumuii crocob: mOCOBETOBATHCSA KaK cebs BECTH W, €ClTU HET
TOT0, K KOMY MOKHO 00pPaTUThCSA, TO BHaYaJIe YCIIOKOUThCA. Ec/ii Thl HaUHeNIb OTBEYaTh
OCKOpOIEHUSAMU Ha OCKOPOJIEHNsI, TO TOJIBKO ellle O0JIbIIe pa30oKiKelllb KOH(MJINKT;

2. YpaBiisiii CBoel KubeppemnyTamuei;

3. AHOHHUMHOCTh B CE€TH MHHMAas. CYH_IGCTBYIOT CII0COOBI BbBIACHUTDb, KTO CTOHT 3a
AHOHHNMHBIM aKKAayHTOM;

4. He crouT BecTu XyJIUTaHCKUY 00pa3 BUPTYaJIbHOU KU3HU. VIHTEpHET PUKCHUPYET BCE
TBOU JIEHCTBUSA U COXPAHAET UX. YTUIUTD UX OyZleT KpalHe 3aTPYHUTETHHO;

5. CobJtroziaii CBOI0 BUPTYaIbHYIO Y€CTh CMOJIOJTY;

6. UrHopupyit enuHUYHBbIA HeratuB. OHOpPa30BblE OCKOPOUTESHLHBIE COOOIIEHUS
Jiy4diiie urHopuposaTb. OOBIUHO arpeccus MpekpaliaeTcsa Ha HaUaJIbHOU CTaIuH;

7. baH arpeccopa. B mporpammax o0MeHa MTHOBEHHBIMH COOOIIEHUSMH, B COITUATbHBIX
CETAX €CTh BO3MOKHOCTh OJIOKUPOBKH OTIIPABKU COODIIEHUH C OIIPeeIEHHBIX a/[PECOB;

8. Ecim T cBuaerenpy kubepOysuimHra. TBow [AelCTBHUA: BBICTYNHUTh IIPOTUB
IpecjefioBarTesisA, IOKa3aThb €My, 4YTO €ro JeWCTBUS OIeHHBAIOTCA HEraTUBHO,
IIO/1/IeP>KaTh JKEePTBY, KOTOPOU HYKHA IICUX0JIOTUYECKast TIOMOIIb, COOOIIUTH B3POCIBIM
0 (pakTe arpecCUBHOIO IIOBEJIEHU B CETH.

Moo6uibHBIN TesredoH

CoBpemeHHbIE cMapT(OHBI U IUIAHIIETHI CcOep:KaT B cebe BIOJIHE B3POCIIBIHN
(pyHKIIMOHAJ, U Temepb OHU MOLYT KOHKYPUPOBaTb CO CTAllMUOHAPHBIMU
koMmIrbloTepaMu. OHAKO, CPECTB 3AIUTHI JIJIS MMOJIOOHBIX YCTPOHCTB IOKA OYEHb MaJIO.
TecTrpoBaHME U TOUCK YA3BUMOCTEN B HUX MPOUCXOJUT HE TaK WHTEHCUBHO, KaK JIJIA
ITK, To ke caMoe KacaeTcss U MOOWJIbHBIX TPUJIOKEHHH.

CoBpeMeHHBIE MOOWIbHBIE Opay3epbl y:Ke TMPAKTUYECKH JOTHAIM HACTOJIbHBIE
aQHAJIOTH, OJTHAKO pacimupeHue GyHKIMOHAA BIEYET 3a cOO0M OOJIBIIYIO CJI0KHOCTD U
MEHBIIIYIO 3AIUIIIEHHOCTD.



Jlaneko He Bce MPOU3BOUTEIIH BBIITYCKAIOT OOHOBJIEHUS, 3aKPHIBAIOIINE KPUTUUECKIE
YA3BUMOCTH JJIs1 CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI /1151 6€3011aCHOCTH MOOMJIBHOTO TeJieoHa:

Hwuuero He sIBJsieTCs MO-HACTOSAIMIEMY OecIUIaTHBIM. ByZib OCTOpOIKeH, Belb Koraa Tebe
IpeJtaraloT OecIUIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IIJIATHBIE
YCIIyTH,

Hywmaii, npexae yeM oTmnpaBuTb SMS, ¢oro wiau Buzaeo. Thl TOYHO 3HAEIb, I7je OHU
OyZlyT B KOHEYHOM UTOTE?

HeobxoauMo 0OHOBJIATH ONEPAlOHHYI0 CHCTEMY TBOETO cMapTQOHA;
Vcnosrb3y# aHTHBUPYCHBIE ITPOTPaMMBI JIJISI MOOUJIBHBIX TeJTe(OHOB;

He 3arpy>1caﬁ IIPUJIOKEHHNA OT HEU3BECTHOI'O MCTOYHHKA, B€lb OHH MOIYT COAEPXKATb
BPEAOHOCHOE IIPOTrpaMMHOE O6€CH€‘—I€HI/IG;

[Tocste TOTO Kak ThI BBIHJEIIb C CaliTa, T/le BBOAWJI JIUUHYI0 MH(POPMAIUIO, 3alIu B
HaCTpOUKHU Opaysepa u yjanu cookies;

HepI/IOILI/I‘-IeCKI/I HpOBepﬁﬁ, KaKH€ IVIaTHbIE YCJIYTH aKTUBHUPOBAaHbI Ha TBOEM HOMEDPE;

JlaBaii cBOli HOMep MOOMJIBHOTO Tesie()OHA TOTBKO JIIOZAM, KOTOPBIX ThI 3HAEIIH U KOMY
JIOBEpsielllb;

Bluetooth mosxeH OBITH BBIKJIIOUEH, KOTJIa ThI UM He IMOJIb3yellibess. He 3a0biBaid
WHOT/Ia TPOBEPSATH ITO.

Online urps1

CoBpeMeHHble OHJIAUH-UTPBI - 5TO Kpaco4yHble, 3aXBaThIBAIOIIWE pa3BjeuyeHUs,
00beINHAIOINE COTHHU THICSY YeJIOBEK 10 BceMy MUpY. Irpoku UcCiieIyIoT JaHHBINA UM
MHUD, OOIIAIOTCA JAPYT C JPYTOM, BBIMIOJHAIOT 33J[aHHA, CPAXKAIOTCSA C MOHCTPAMHU H
MOJIy4al0T OIBIT. 3a YJOBOJIBCTBUE OHU IUIATAT: IOKYHAIOT /JUCK, OIIAUYUBAIOT
abOHEMEHT WJIU MIPUOOpeTaI0T KaKKUe-TO OMITUH.

Bce 3Tm cpeicTBa HAYT Ha TOAJEpKaHUE W PA3BUTHE WUTPHI, a TaKKe Ha caMy
6e30I1acHOCTh: COBEPIIIEHCTBYIOTCA CUCTEMBI aBTOPU3AIlNU, BBIILYCKAIOTCA HOBBIE ATUU
(rmudpoBbIe 3aIUIATKYU AJ15 TPOTPAMM ), 3aKPBIBAIOTCA YSI3BUMOCTU CEPBEPOB.

B momo6HBIX Urpax CTOUT OIAcaThCs HE CTOJIBKO CBOUX COIEPHUKOB, CKOJIBKO KPaKu
TBOETO I1apOoJisi, HA KOTOPOM OCHOBAHA CUCTEMA aBTOPU3ALNU OOJIBIITUHCTBA UTP.

OCHOBHBIE COBETHI 10 OE30IIaCHOCTH TBOETO HUTIPOBOTr'O aKKayHTa:

1. Ecyti gpyroit urpok BezeT ceOs MI0X0 WU CO3/AaeT TeOe HEMPUATHOCTH, 3a0JI0KUPYH
€r0 B CITHCKE UTPOKOB;

2. HO)KaJnyICﬂ AAMUHHUCTpATOpaM HWIPbl Ha IIJIOXO€ IIOBEAEHHE JTOr0 HIPOKa,
ZKeJIaTeJIbHO IIPUJIOKUTD KaKHE-TO I0KAa3aTE/IbCTBA B BUI€ CKPDHHOB,;

3. He ykasbiBaii TuuHy0 HH(pOpMAIHUIO B Ipodaiiie urpsl;

4. YBaxkall IpyTux y9acTHUKOB I10 UTPE;



5. He ycranaBimBaii HeopuiaabHbIe TATIN U MOJIBI;
6. Mcrnosb3yH C103KHBIE U pa3HbIe TTAPOJIN;

7. ,Z[axce BO BpEMsA HUIPbl HE CTOUT OTKJIIOUATb aHTHUBHUPYC. IToxa ThBI Uurpaenib, TBOH
KOMIIBIOTED MOTYT 3apa3UTh.

OUIIMHT UJIN Kpaxa IHIYHbBIX JaHHbIX

OObIYHOU Kpasked JeHer W JOKYMEHTOB CErofHs YK€ HUKOTO He YAHUBUIIb, HO C
Pa3BUTHEM WHTEPHET-TEXHOJIOTUH 3JI0YMBINIIEHHUKU ITEPEMECTHUJINCh B MHTEPHET, U
MIPOIOJIKAIOT 3aHUMATHCA ' JTIOOUMBIM "' JTEJIOM.

Tak mosiBWIach HOBasi yrpo3a: HHTEPHET-MOIIEHHUYECTBA WU (PUIITUHT, TJIaBHAA 1€/
KOTOPOTO COCTOUT B TMOJYYEHUH KOH(MUIEHIUATHHBIX JAaHHBIX II0JIb30BATEJIEH -
JIOTUHOB ¥ napoviedi. Ha anrimiickom s3bike phishing untaercs kak ¢pumusr (ot fishing
- ppIOHAas JI0BJIsA, password - ITapoJIb).

OcHOBHBIE COBETHI 110 O0pHOE ¢ PUITUHTOM:

1. Cnegu 3a cBoMM akkayHTOM. Ecjiu Thl MOAO3peBaellb, YTO TBOSI aHKeTa ObLIa
B3JIOMaHa, TO HeOOXOANMO 3a0JIOKMPOBATh €€ U COOOIIUTh aIMIHUCTPATOPAM pecypca
00 3TOM KaK MOKHO CKOpEe;

2. Hcmonp3yir Oe3omacHble BebO-CaThl, B TOM 4YHCJIe, HWHTEPHET-Mara3mHOB H
IIOMCKOBBIX CHICTEM;

3. Wcnonp3yii ciiokHBIE U pa3Hble naposau. Takum o6pa3oM, eciau TeOsA B3JIOMAIOT, TO
3JI0YMBIIJIEHHUKH TIOJIyYaT JIOCTYI TOJIBKO K OTHOMY TBOEMY ITPODUIIIO B CETH, a HE KO
BCEM;

4. Ecytu Te6s1 B371IOMasIu, TO HEOOXOAUMO IIPEIyIIPEIUTh BCEX CBOMX 3HAKOMbIX, KOTOPHIE
JlobaBieHbl y TeOST B JIPY3bsSX, O TOM, UTO TebOs B3JIOMa/Ii W, BO3MOKHO, OT TBOETO
MMeHU OyZleT pacchLIaThCsA ClIaM U CChUIKH Ha (PUITMHTOBBIE CAUTHI;

5. YcraHoBU HajiexkHbIN naposib (PIN) Ha MOOMIIBHBIN TesiedOH;
6. OTKJII0YM COXpaHEHHUE MapoJIsA B Opaysepe;

7. He oTkpbiBail ¢ailnbl U pyrue BJIOXKEHUS B IMUCHbMAax, JlaKe ecId OHU IPUIILIA OT
TBOUX JIpy3ei. JIyulie yTOUHU Y HUX, OTIIPABJISIIN JIX OHU Tebe 3TH (aiiibl.

IMudposBasa penyranusa

[MudpoBas pemyranus - 3TO HETaTUBHAS WU MMO3UTUBHAS WHMOpPMAIUs B ceTH O Tebe.
KommpomeTupytomas nadopMarus, pa3MeleHHas B UHTEPHETE, MOXET CePbe3HBIM
0o0pa3oM OTpa3uThCs HA TBOEH peasbHOH ku3HU. "l[udpoBas pemyramus” - 3TO TBOU
UMUK, KOTOPBIA opMupyercs u3 nHbopMaiuu o Tebe B UHTEPHETE.

TBoe wmecTO KHUTEJILCTBA, yqe6bl, TBOE (bHHaHCOBOQ II0JIOZKEHHE, 0CcOOEHHOCTHU
XapaKTepa U paCCKa3bl O OJIM3KHX - BCE OTO HAKAILINBAETCS B CETH.

MHorue oAPOCTKHU JIETKOMBICJIEHHO OTHOCSTCSA K IIyOJIMKAIIUH JIMYHOU HHGOPMAITUH B
VHTepHeTEe, HEe MOHUMAs BO3MOKHBIX ITOCJIE/ICTBUH. ThI Jajke HE CMOKEIb 10TaIaThCs
0 ToM, uTO doTtorpadus, pa3MelieHHas 5 JIET Ha3aJl, cTajla IPUINHON OTKa3a MPUHSATH
Tebs1 Ha paboTy.



KommenTapuu, pasmelnieHue TBoux ¢dotorpaduii U Apyrue AeUCTBUSA MOTYT He
HMCUE3HYTh Jla’Ke TOCJIE TOTO, KaK Thl MX VAAJIHUINb. Thl HEe 3HAEIb, KTO COXPAHUJI 3Ty
nHGoOpManuio, IoIajga JU OHA B IOWCKOBBIE CHUCTEMBI M COXPaHWJIACh JIU OHA, a
IJIABHOE: YTO ITOAYMAIOT O Tebe OKpY:KAIoIye JIIOAU, KOTOPble HAWIYT U YBUAAT 3TO.
Hatiti nHpOpMAanui0 MHOTO JIET CITYCTS CMOXKET JII00OH - KaK U3 JIOOPHIX MO0y KIAEHUH,
TaK U ¢ HAMEPEHUEM IIPUUYNHUTD Bpe. ITO MOKET OBITh KTO YTOJTHO.

OCHOBHBIE COBETHI 110 3aIUTE TUPPOBOHN PelyTaIuU:

1. [Togymaii, mpesk/ie yeM 4TO-TO IIyOJIMKOBAaTh M IlepejilaBaTh y ceOs B OJiore WId B
COITUAJIBHOU CETH;

2. B HacTpoiikax mpoduis yCTaHOBM OTPAHUYEHHS Ha IPOCMOTP TBOETO MPOMHUIIS U ero
COJZIEP?KUMOTO0, c/ieJIali ero TOJbKO "I Apy3ei';

3. He pasmemiaii u He yKa3piBall HH(pOpMAINI0, KOTOPAs MOKET KOro-JIN00 OCKOPOIATH
WU O0OMKATh.

ABTOpCKOE IIpaBo

CoBpeMeHHbIE INKOJBHUKU - AKTUBHBIE II0JIb30BATENU IHM(GPOBOTO ITPOCTPAHCTBA.
OpgHako [1aleKo He BCe 3HAKT, YTO II0JIb30BAHWE MHOTUMH BO3MOXKHOCTSIMHU
POBOro MUpa TpeOyeT COOTIOAEHUS MPAB HA NHTEJIJIEKTYIbHYIO0 COOCTBEHHOCTb.

TepmuH "WHTE/UIEKTyasIbHAsE COOCTBEHHOCTh' OTHOCHUTCS K PAa3JIUYHBIM TBOPEHUSIM
YeJIOBEUECKOT0 yMa, HayWHas C HOBBIX H300peTeHHH U 3HAKOB, 0003HAYAIOIUX
COOCTBEHHOCTh Ha IPOAYKTHI W YCJIYTH, W 3aKaHYMBas KHUTaMU, Qororpadusmu,
KUHOGUIbMaMH M My3bIKaJIbHBIMH ITPOU3BEIEHUSIMH.

ABTOpCKUeE IIpaBa - 9TO IpaBa Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IIPOU3BEIEHUSA
HAYKH, JIATepaTypbl U UCKYCCTBA. ABTOPCKHE IIpaBa BBICTYIIAIOT B Ka4eCTBe TapaHTHUH
TOTO, UTO MHTEJUIEKTYaJIbHBIN/ TBOPUECKUI TPy aBTOpa He Oy/IeT HAallpACHBIM, IaCT MY
CIpaBe//IMBble BO3MOXKHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOEro TPyAa, MOJIYUUTHh
M3BECTHOCTh U Ipu3HaHue. Hukto 6e3 paspelieHus aBTopa He MOXKeT BOCIIPOU3BO/IUTH
€ro IIPpOU3BeJIeHHe, PACIPOCTPAHATh, IIyOJUYHO JE€MOHCTPHUPOBATh, IPOJABaTh,
MMIIOPTUPOBATH, IIyCKaTh B MPOKAT, MyOJIUYHO HCIIOJIHATH, TOKA3BIBAThH/UCIOJTHATh B
a¢upe niu pa3Mmeniats B IHTEpHETE.

Hcnosb30Banme "THUPATCKOTO" MPOTPAMMHOTO OOecreueHUsT MOMKET IIPUBECTH K
MHOTUM PHCKaM: OT IOTEPU JAHHBIX K TBOMM aKKayHTaM /0 OJIOKHPOBKU TBOETO
YCTPOMCTBA, I/ie YCTAaHOBJIEHA HejleTasbHAasA nporpaMMa. He crout Takke 3a0bIBaTh, UYTO
CYIIECTBYIOT JIETAIbHBIE U OECIIaTHBIE IIPOTPAMMBI, KOTOPbIE MOKHO HAWUTH B CETH.

O nmoprasie

CereBU4OK.pp - TBOU TIJIaBHBIU COBETYMK B CeTHU. 37ech Thl MOXKeIlb Y3HAaTb O
06e30MacHOCTH B CETH IOHSTHBIM U JIOCTYIIHBIM S3BIKOM, a IPH BO3HUKHOBEHUU
KPUTUYECKON CUTyallud OOpaTUThCSA 3a COBETOM. A TakKe IPUHATH ydacTue B
KOHKYPCaxX M CTaTh CaMbIM IU(POBBIM I'pakJaHUHOM !

IIpunoxenue N° 3

[Tpunoxenue 3. [TamaTka g1 pogureseit 06 HHGOPMAIMOHHON 6€30IIaCHOCTH JieTe
Omnpenenenve TepMuHa '"WH(OpPMaInoOHHAss Oe30MacHOCTh JleTel’ COAEpIKUTCS B
denepanpHoM 3akoHe NO 436-P3 "O zammuTe eTeli oT HHGOOPMAIUY, TPUYNHAIOIIEH
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Bp€/l UX 3/I0DOBBI0 U PA3BUTUIO", PETYJIUPYIOIIUM OTHOIIIEHUSA, CBA3aHHbIE C 3alIUTON
mereli oTr wHGOpPMAIUK, MPUUYHHAIONIEH BpeJl WX 37I0POBbI0 U (MJIM) Pas3BUTHIO.
CorstacHO JaHHOMY 3aKOHY "MHMOpMaIMOHHAsA 0e30MacHOCTD JIETEH' - 3TO COCTOSTHUE
3AlUINEHHOCTH, NPU KOTOPOM OTCYTCTBYeT PHCK, CBA3AaHHBII C NpPUYNHEHUEM
nHdopManuen Bpeja ux 370pOBbI0 U (Mn) GU3UUECKOMY, IICUXUUYECKOMY, TYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTHUIO.

B cuny ®epnepanbHoro 3akoHa NO 436-®3 wuHdopmarueid, TPUUYUHAIONIEH Bpes
37I0POBBIO U (MJIN) PAa3BUTHIO IETEH, SIBJISETCA:

1. mHGOpMAIUs, 3allpelleHHas 15 pAaCIPOCTPAHEHUS CPEH IETEN;

2. yHbOpPMaNHsA, PACIPOCTPAaHEHHE KOTOPOH OIPAaHUYEHO CPeAU JETeH Onpesie/IEHHBIX
BO3PACTHBIX KATETOPUU.

3. Kundopmanuu, 3anpelieHHOU Jjis pacCIpoCTpaHeHUs cpefu JeTel, OTHOCUTCA

4. wHMOpManus, MoOyKAamIasi JIeTell K COBEPIIEHUIO JAEWCTBUM, MPEACTABJIAIONIAX
yTpo3y WX JKU3HU U (WIM) 370POBHIO, B T.4. IPUYMHEHHUIO Bpela CBOEMY 37/10POBBIO,
CaMOyOUUCTBY;

5. CIIOCOOHOCTb BBI3BATh Y JleTel KeJaHHe YHOTPeOUTh HApKOTUYeCKue CPEZCTBA,
IICUXOTPOIIHbIe U (WJIM) OJlypMaHUBAIOIIME BEIIECTBa, TabauyHble W3/IENHs,
QJIKOTOJIBHYIO U CIUPTOCOEPKAIIYI0 TPOAYKIHIO, MUBO U HATUTKU, U3TOTaBINBAaEMble
Ha ero OCHOBe; NPHUHATH y4yacTHe B a3apTHBIX WUIPaX, 3aHUMAaTbCA IMPOCTUTYIHEH,
OpOASXKHUYECTBOM I MONPOIIaUHUYECTBOM;

6. O0OOCHOBBIBAIOIASI WJIM OIpaBAbIBAKOIIAA JOIMYCTUMOCTh Hacwiausd © (uim)
’)KECTOKOCTH JIH0O mMOOY’Kaaioliasi OCYIIeCTBIATh HACUIbLCTBEHHBIE JI€HCTBHUS II0
OTHOIILIEHUIO K JIOASAM U KUBOTHBIM

7. OTpUIIAONIAsA ceMeHHbIe IeHHOCTH U (GOPMHUPYIONIAsA HEYyBAKEHHE K POAUTEAM U
(win) APyTHUM WieHaM CeMbH;

8. ompaBabIBaroOIas IPOTHBOIIPABHOE TTOBEJIEHUE;
9. cojZlepiKallias HelleH3ypHYIo OpaHb;
10. cojiepskaras MHQOPMAIHIO TOPHOTPAdUUIECKOro XapaKTepa.

K mHpopMaIuu, pacpocTpaHeHHe KOTOPOH OrpaHUYEHO CPeAU JeTeN OIpeaeIeHHOTO
BO3pacTa, OTHOCUTCS:

1. uHopMaIus, npecTaBasieMas B BUIe NU300pa’KeHUs] WIH OMKUCAHUS 3KECTOKOCTH,
¢usnyeckoro wu (WIM) IICUXWUYECKOTO HACWJIHs, IPECTYIUIEHUS WJIM WHOTO
aHTHUOOIIECTBEHHOIO EeHCTBUA;

2. BBI3BIBAIOIAA y JeTel CTpax, y»Kac WM MAaHUKYy, B T.Y. MpPeJCTaBjsgeMas B BUJIE
n300pakeHUs WU OIUCAHUA B YHIKAIOIIEH 4YeJsloBeuecKoe JIOCTOMHCTBO ¢dopme
HEHACUJILCTBEHHOU CMePTH, 3a00JIeBaHUsA, CAMOYOUICTBA, HECUACTHOT'O CIyvasi, aBapuU
WM KaTacTpodbl U (MJIK) UX MTOCTIECTBUN;

3. mpezicTaBisieMas B BUJie U300paKeHUs WJIM OIMUCAHUSA IIOJIOBBIX OTHOIIEHUHN MEXIY
MY>KUMHOU U JKEHIIIUHON;

4. coziepKaiasi OpaHHbIE CJIOBA U BBIPAMKEHMU S, HE OTHOCSIIHECS K HEIEH3YPHOU OpaHU.


https://1obraz.ru/#/document/99/902254151/
https://1obraz.ru/#/document/99/902254151/

C yuerom aToro Bam mpejirararores mpaBusia paboTel B cetu IHTEPHET /JIs1 pa3JIMYHBIX
BO3PDACTHBIX  KaTeropui, coOI0/leHe  KOTOPhIX  IIO3BOJIUT  0ODOECIIeUYnTh
nH@OpMaOHHYI0 6€30I1aCHOCTD BAIIIUX JleTel.

OO0 e mpaBujIa AJIA pOAUTEIEH

1. HeszaBucumo oT Bo3pacta pebeHKa WCIOJB3YHUTE IIPOrpaMMHOE O0ecreueHue,
rnomMoratoiiee (GUIBTPOBATh U KOHTPOJIMPOBATh MH(POPMALNIO, HO HE MOJIarauTech
IIOJTHOCTBIO HA Hero. Baille BHUMaHMe K peOeHKY - TJITaBHBIA METO/T 3aIlIUTHI.

2. Ecyit Batn pebeHOK nMeeT aKKayHT Ha OHOM U3 COMAIBHBIX cepBHcoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.I.), BHMUMATeJbHO H3Y4YHUTE, KaKyl0 HHOOPMAIHIO
IIOMEIIAIOT €r0 YYaCTHUKH B CBOMX Ipodmiisx u Osiorax, BrIo4as ¢dororpaduu u
BU/IEO.

3. IIpoBeppTe, ¢ KaKUMH JPYTUMH CAaWTaMU CBSI3aH COIMAJIBHBIN cepBHC Barero
pebenka. Crpanmuku Bamiero pebeHka MoOryT ObITh 0€30IAaCHBIMU, HO MOTYT U
COJlep>KaTh CChUIKU HA HeXKeJylaTeJIbHBIE U OMACHBbIE CAaUThI (HAallpuMep, IOPHOCAUT, MU
CalT, Ha KOTOPOM JIpyT YIIOMHHAeT HOMEP COTOBOTO TesedoHa Barero pebenka wim
Bam gomanHuii afpec).

4. IoompsiiiTe Bamux gerelr coobmaTh 060 BCeM CTPAaHHOM WJIM OTTAJIKUBAIOIIEM U He
CJIUIIIKOM OCTPO PearupyuTe, KOTJa OHU 3TO /AesIaioT (M3-3a OlmaceHus MOTEPATD JTOCTYII
K VHTepHETYy JeTH He TOBOPAT POJAHTENSIM O HpobsieMax, a TakKe MOTYT HadaTb
HCIIOJIb30BaTh IHTEpHET BHE J0Ma U IITKOJIBI).

5. Bynpre B Kypce ceteBoll xu3Hu Bamiero pebenka. lHTepecyiiTech, KTO UX APY3bs B
VIHTepHET TakK »Ke, KAK HHTEPECYETECh PEATTBHBIMU JIPY3bsIMH.

Bospacr or 7 10 8 Jer

B uTepHeTe pebeHOK cTapaeTcs MOCETUTh Te WU WHbIE CAWTHI, a BO3MOXKHO U UYaThl,
paspellleHHe Ha TOCellleHHe KOTOPHIX OH He Moayuusa Obl oT poxauteseil. Ilostomy
pOIUTENSIM OCOOEHHO TIOJIe3HBI OyyT Te OT4YeThl, KOTOPBIE IIPEIOCTABIIAIOTCH
IIporpaMMaM# II0 OTPAaHUYEHUIO HCIOJAb30BaHUsA IHTepHeTa, T.e. PoaumTesnbcKuil
KOHTPOJIb WJIN TO, YTO BBl CMOXKeTe YBHUETh BO BpeMeHHbIX ¢aiiyax. B pesysnbrare, y
pebeHka He Oy/eT OIIYIIEHUs, YTO 32 HUM BeJIETCA MOCTOSHHBIA KOHTPOJIb, OJHAKO,
poauTenu OyAyT IMO-TIpeKHEMY 3HaTh, KaKWe CAWThl IocemaeT ux pebeHOK. /leTu B
JITAaHHOM BoO3pacTe 00/aZjal0T CUJIBHBIM YYBCTBOM CEMbH, OHU JIOBEpUUBBHI U HeE
COMHEBAIOTCA B aBTopuUTeTax. OHU JIIOOAT UTPATh B CeTEBBIE UTPHI U IIyTENIeCTBOBATD IO
VIHTEpHETY, WCIOJIb3ysl BJIEKTPOHHYIO IIOUTY, 3aXOAUTh HA CAUTBI U YAThl, HE
peKOMeH/I0BaHHbIE POAUTEISIMU.

Cosersl 110 6e30macCHOCTH B ceTu VIHTepHeT A1 eTel 7-8 et

1. Co3paiiTe CIIMCOK JOMAIIHUX MPaBUJI IocelleHus MHTepHeTa IpU yJYaCTHU JeTel U
TpeOyHTe ero BHIMOJTHEHHU.

2. Tpebyiite ot Bamero pebGeHka coOJOZileHUsI BPEMEHHBIX HOPM HAaXOXKEHUSA 3a
koMmmboTepoM. [Tokakute pebeHKy, yTo Bbl HabofaeTe 3a HUM He MOTOMY 4YTO Bam
3TO XOYeTCs, a MOTOMY 4YTO BbI GecriokouTech 0 ero 6€30macHOCTU M BCET/IA TOTOBBI €My
IIOMOYb.

3. Komnsiotep ¢ nogkiaoueHreM K VIHTepHETY JIO/I?KeH HaXOAUThCA B O0Iell KOMHATe
10/, IPUCMOTPOM POJUTENEN.



4. HCHOJ’IBSyﬁTG CIiIe1aJIbHBbIE JE€TCKHE IIOMCKOBbIC MAIIIMHBI.

5. lcnosp3yiiTe cpepcTBa GJI0KMPOBAHUA HeXKesIaTeJIbHOIO KOHTEHTA KaK JI0NOJTHEeHUe
K CTaH/IapTHOMY PosiuTesibckoMy KOHTPOJIIO.

6. Co3paiiTe ceMeWHBIH 3JIEKTPOHHBIA SIIUK, YTOOBI HE IO3BOJIUTH JETSIM HMETH
coOCTBEHHbBIE a/ipeca.

7. BaokupyiTe mocTyn K cakTaM ¢ OecIIaTHBIMU ITOYTOBBIMHU SIIIUKAMHU C TTOMOIIHIO
COOTBETCTBYIOIIEr0 IPOrPaMMHOT0 ObecrieueHus.

8. Ilpuyumrte pgereili coBeTOBaThCcsl ¢ Bamu mepes omyOJMKOBaHHMEM KaKOU-IU0O0
MHOOPMAIIU CPEJICTBAMU 3JIEKTPOHHOU IIOYTHI, YATOB, PETHUCTPAIMOHHBIX (POopM U
npoduien.

9. Hayuure pnereii He 3arpyxkarb ¢aiyibl, MPOrpamMMbl WJIH My3bIKy 0e3 Baiero
corjiacus.

10. He paspemaiiTe [AeTAM HUCIOJIb30BaTh CJIY>KObI MTHOBEHHOTO OOMeHa
COOOIIIEHUAMU.

11. B "6Gesprit" civcok calTOB, pa3peIIeHHbBIX JIJIS MTOCEIIEHNUsI, BHOCUTE TOJIBKO CAUTHI C
XOpOIIleH peryTanuen.

12. He 3a0ObIBatiTe Gece/i0BaTh C JIeTbMU 00 UX JIPy3bsX B FIHTepHETe, Kak ecyiu Obl peub
11714 O IPY3bsIX B PEAIbHOM KU3HU.

13. He penatite "taly" m3 BOIPOCOB MOJIOBOM JKU3HU, TaK Kak B VIHTepHETE IETH MOTYT
JIETKO HATKHYThCS Ha MOPHOrPagUIO U CAUTHI "I B3POCJIBIX .

14. Ilpuyuurte Bamero pebGeHka cooOIiaTh BaM O JIIOOBIX Yrpo3ax WM TpPEBOrax,
cBsA3aHHBIX ¢ THTEepHeTOM. OcTaBaliTeCh CHOKOMHBIMHU U HAIIOMHUTE JIETSIM, YTO OHU B
6e30I1aCHOCTH, ecjIM CaMH pacckasajd BaM O cBOuX TpeBorax. IloxBanuTe uUX u
IIOCOBETYITE MOOUTH ellfe pPa3 B MOI00HBIX CIyYasax.

Boapacr nereu ot 9 10 12 J1eT

B manHOM BO3pacre JieTH, KaK IIPaBUJIO, YK€ HACJIBIIIAHBI O TOM, Kakas HHMOpMAaIHs
cymectByer B MuTepHere. COBEpPIIEHHO HOPMAJIBbHO, YTO OHH XOTAT 3TO YBUETH,
MPOYeCTh, YCJbIMIaTh. IIpy 3TOM HYKHO IOMHHUTBH, UTO JIOCTYII K HEKeJIaTeTbHBIM
MaTepuajiaM MOKHO JIETKO 3a0JI0KMpPOBaTh IPHU IOMOINM CPEJICTB POAUTEIhCKOTO
KOHTPOJIS.

CoBeTbI 10 6€30aCHOCTH JJIA IETEH OT 9 710 12 JIeT

1. Co3zaiiTe CIMCOK JIOMAITHUX MPaBUJI mocellleHUs HTepHET Mpu ydyacTUu JieTedl u
TpeOyiiTe ero BhIITOJTHEHUS.

2. TpeOytiTe oT Bairero pebeHka coOII0/IEHUS HOPM HAaXO0XKAEHUS 32 KOMITBIOTEPOM.

3. HabironaiiTe 3a pebeHKOM mpu paboTe 3a KOMIIBIOTEPOM, ITOKaXKUTE €My, UTO BbI
OecrioKouTeCh O €T0 OE30MACHOCTH M BCET/]a TOTOBBI OKA3aTh €MY ITOMOIIIb.

4. Komnborep ¢ mozksoueHueM B MIHTEpHET JTOJKEH HAXOJUTHhCS B OOIEH KOMHaTe
IO/ IPUCMOTPOM POJUTENEN.



5. Ucnosnp3yiiTe cpencTBa GJIOKUPOBAHUS HEXKEIATETBHOTO KOHTEHTA KAK JIOMOJTHEHHE
K CTaHJIapTHOMY PouTeihckoMy KOHTPOJTIO.

6. He 3a0ObiBaiiTe NpPUHUMATh HEINOCPEICTBEHHOE YyYacTHe B JKU3HU pebeHKa,
OecetoBaTh C IETHMH 00 UX JIPY3bsAX B VIHTEpHEeTE.

7. HacrauBaiiTe, 4TOOBI IeTH HUKOI/IA HE COIVIAIIAINCh HA JINYHbIE BCTPEYH C IPY3bIMU
1o arepHery.

8. Ilo3BosAlTe AETAM 3aXOAUTh TOJIBKO HA CAUThI U3 "0eoro” CIHCKa, KOTOPBIHA
co3/aiTe BMeCTe C HUMH.

9. Ilpuyuute peTell HHUKOIZIA He BBIIABATh JIMYHYI0 WHQOpMaNUI0 CpeiCcTBaMU
BJIEGKTPOHHOU TIOYTHI, YATOB, CHCTEM MTHOBEHHOTO oOOMeHa COOOIIEeHUsIMHU,
perucTpanmuoHHBIX (HOPM, JIMYHBIX Hpoduaeld U MPU PEerucTparii Ha KOHKYPCHI B
NHuTepHeTe.

10. [IpuyunTe JieTeil He 3arpyKarTh mporpaMmMmbl 6e3 Bamiero pasperenus. O0bAcHUTE
MM, YTO OHHU MOTYT CJy4alHO 3arpy3uThb BUDPYChl WJIN JIpyroe HeKejaTebHOe
IIporpaMMHOe obecIieueHue.

11. Cospaiite Bamemy pebeHKYy OTrpaHUYEHHYIO YYETHYIO 3aluch sl paboOThl Ha
KOMIIBIOTEDE.

12. IIpuyuure Bamero pebGeHka cooOmjaTe BaM O JIIOOBIX Yrpo3ax WU TPEBOTAX,
cBA3aHHBIX ¢ MHTepHETOM. HammoMHUTE AETAM, YTO OHU B 0E30IIaCHOCTU, €CJIU CaMH
pacckasayi BaM O CBOUX TPEeBOTaX U OIlaceHUsIX.

13. Pacckaskure getsam o mopHorpaduu B IHTEepHETE.

14. HacrauBaliTe Ha TOM, 4YTOOBI J€TH WPEAOCTABJIsAIA BaM JOCTYII K CBOEH
BJIEKTPOHHOU I10UTE, UTOOKI BBl YOEIUINCh, YTO OHU HE O0IIAI0TCA ¢ HE3HAKOMIIAMHU.

15. OOBbscHHUTE [IeTsIM, UYTO HeJIb3S WCIOJb30BaTh CETh JJIs XYJIMTAHCTBA,
pacrpocTpaHeHUs CIJIETEH WU YTPO3.

Bo3spacr nerei ot 13 10 17 JIeT

B 3TOM BO3pacTe MOAPOCTKUA AKTHBHO HCIIOJIB3YIOT MONUCKOBBIE MAIIMHBI, MOJIb3YIOTCSA
BJIEKTPOHHOU IIOYTOM, CJIyKOAaMU MTHOBEHHOTO OOMeEHa COOOIIEHUSAMH, CKaUYUBAIOT
My3bIKy U GUiIbMbL. MajipunikaM B 3TOM Bo3pacTe 0Oojbllle IO HPaBy CMETATh BCE
OTPaHUUEHU s, OHU KKAYT IPybOro 10MOpa, a3apTHBIX UTP, KAPTHUHOK "7 B3POCJIBIX .
JleBOUKU TpeAINOYUTAIOT oOmaTrhcsd B Yarax, NPU STOM OHH Topasno Oosee
YYBCTBUTEJIBHBI K CEKCYaJIbHBIM JIOMOTaTeIbCcTBaM B VIHTEpHETE.

3aJacTyro B JaHHOM BO3PAacCTe POJUTEIISAM YKE€ BECbMa CJIOKHO KOHTPOJIMPOBATH CBOHMX
JleTel, Tak Kak 00 VIHTepHeTe OHH y>Ke 3HAIOT 3HAUUTEJIbHO 0OJIbIlIe CBOUX POJUTEIIEN.
Tem He MeHee, He OTIyCcKaiiTe Jierell B "cBoOomHOe miaBaHue' 1o IHTepHeTYy.
CrapaiiTech aKTUBHO Y4acTBOBaTh B 00IleHNU pebeHKa B VIHTEpHeTe.

Ba)kHO TIO-TIpE’KHEMY CTpPOrO coOsomaTh mpaBwia MHTepHET-0e30IacHOCTH -
coIJIallleHWe MEXAY POJIUTENAMU U JAeTbMH. Kpome TOro, HeoOXOJMMO KaK MOKHO
yalle MpocMaTpPUBaTh OTUETHI O JesaTeabHocTH AeTeir B aTepHeTe. Caenyer oOpaTUTh
BHUMAaHHE Ha HEOOXOAUMOCTb COJIEPKAHUSA POAUTEIbCKUX Taposiell (1mapoJsieit



aQIMUHUCTPATOPOB) B CTPOTOM CEKpeTe M OOpaTUTh BHUMAaHHE HA CTPOTOCTh STHUX
rmapoJiei.

CoBeTsl 110 6€30ITaCHOCTH B 3TOM BO3pacTe OT 13 70 17 JIET

1. CoszaiiTe CHOUCOK JOMAIIHUX IMPaBWI TocelleHUss IHTepHeTa IIpU YyYaCTUU
IIO/IDOCTKOB U TpeOyliTe 0e3ycIOBHOrO ero BbINOJHEHUsA. OOroBopure ¢ pebEeHKOM
CIIUCOK 3ampelleHHbIXx caiiToB ("uepHbIl cmumcok"), udackl paboTel B IHTepHeTe,
PYKOBOJICTBO I10 001IeHUI0 B IHTEpHETE (B TOM YHCJIE B UaTax).

2. KOMHI)IOTep C IIOAKJIIOUEHHEM K CETU I/IHTepHET AJOJI2KEH HaXOAHUTLHCA B O6H.I€ﬁ
KOMHAarte.

3. He 3abpIBatiTe OecezoBath C IeThbMH 00 UX APYy3bsAX B MIHTepHETE, O TOM, YEM OHHU
3aHATHI TAKUM 00pa3oM, OyATO peub UAET O APY3bIX B peabHOU Ku3HU. CIpaninBanTe
0 JIIOJAX, ¢ KOTOPBIMH JIeTH OOIIAIOTCS IOCPEACTBOM CJIY>KO MIHOBEHHOTO OOMeHa
COOOIIEHUAMU, YTOOBI YOETUTHCSA, YTO STU JIFOJI UM 3HAKOMBI.

4. Vlcionp3yiiTe cpejicTBa OJIOKMPOBAHUSA HEXKEJIATEIbHOTO KOHTEHTA KaK JIOTIOJIHEHUE
K CTaHJapTHOMY Po/IUTeIhCKOMY KOHTPOJIIO.

5. Heobxomumo 3HaTh, KaKMMH 4YaTaM{ IOJb3yIOTcs Bamm getu. IloompsitiTe
HCIIOJIb30BaHHE MOJEPUPYEMBIX YaTOB M HacTawBalTe, YTOOBI JeTH He OOIaJNCh B
IIPUBATHOM PeKHUME.

6. HacrauBaiiTe Ha TOM, YTOOBI J€TH HUKOT/IA HE BCTPEUAINICH JINYHO C JIPY3bSIMU U3
cetu lHTEpHET.

7. IlpuyumTe pgeredl He BbIIaBaTh CBOKI JIMYHYIO WHGOPMANUIO Cpe/iCTBaMH
QJIEKTPOHHOU IIOYTHI, YATOB, CHCTEM MTHOBEHHOTO OOMEHa COOOIIEHUsIMHU,
perucTpaiioHHbIX (GHOpPM, JUUHBIX TPODUIENd W IPU PEervucTparuu Ha KOHKYDPCHI B
HNHuTepHeTe.

8. [IpuyunTe nmereil He 3arpykaTh mporpammsl 6e3 Barero paspernenus. OObsCHUTE
MM, 4YTO OHH MOTYT CJIy4alHO B3arpy3uTh BHPYChl WJIU JPYroe HeKeJaTeIbHOe
IIpOrpaMMHOe o0ecrieueHue.

9. Ilpuyuutre Bamero pebeHka cooOIIaTh BaM O JIIOOBIX yTrpo3ax WU TPEBOTaX,
cBaA3aHHBIX ¢ VHTepHeTOM. HamoMHUTE A€TAM, 4TO OHU B 0€30IIaCHOCTU, €CIU CaMH
pacckasajii BaM, O CBOUX yTpPO3axX WU TpeBorax. IloxBajuTe WX U TOCOBETYHTE
MIOJIONTH ellle pa3 B NOJI0OHBIX CIyJasX.

10. Pacckaxure getsaMm o nopHorpaduu B MHTepHere. IloMorute UM 3allUTUTBCA OT
cnama. HayuuTe IOAPOCTKOB He BbljaBaTb B LVIHTepHeTe CBOEro peajbHOIo
9JIEKTPOHHOI'O ajijpeca, He OTBeYaTb Ha HeKesaTeJbHble INHCbMa U HCIOJIb30BaTh
crernyajabHble IOYTOBbIEe (PUIBTPHI.

11. [TpuyuuTe cebst BHAKOMUTBCSA C CAUTaMH, KOTOPbIE ITOCEIIA0T ITOIPOCTKU.

12. Hayuure feTell yBaXKaTh IPyTUX B HHTEpHETE. YOeAUTECh, YTO OHU 3HAIOT O TOM, UTO
IIpaBUJIa XOPOIIIero MOBe/IeHUs IEUCTBYIOT Be3/Ie - Ja’Ke B BUPTYaJIbHOM MHDe.

13. OOBsACHUTE [OETsAM, YTO HU B KOEM CJIydyae HeJb3sd HCHoib3oBaTh CeTh i
XyJIUTAHCTBA, paCIpOCTPAHEHUs CIUIETEH WJIN YTPO3 JPYTUM JIIOAAM.



14. ObcyauTe ¢ MOAPOCTKAMU IMPOOJIEMBI CETEBBIX a3aPTHBIX UTP M HUX BO3MOXKHBIN
puck. HamomHuTE, YTO /1I€TH HE MOTYT UTPATh B 3TU UTPHI COIVIACHO 3aKOHY.

[TocTOSSHHO KOHTPOJUpYHUTe ucronab3oBanue MHTepHera Bammm pebGenkom! 3to He
HapyllleHUe ero JIMYHOTO INPOCTPAHCTBA, a Mepa NPEJIOCTOPOKHOCTU U MPOSBIIEHHE
Barmeii poinTesIbCKOM OTBETCTBEHHOCTU U 3a00THI.
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